
Routledge Focus on Business and Management: Disruption in Financial Reporting 
Disruption in Financial Reporting: A post-pandemic view of the future of corporate reporting  
Appendix to Chapter 6: Disruption in Reporting and the New Technology 
Appendix 3.06.4 Blockchains 

Page 1 

Appendix 3.06.4 Blockchains 
Blockchain accounting 
Forget the hype. The definitions below are all very well, but a blockchain is a very simple 
concept. A blockchain is just a secure distributed ledger. The encryption process is ultra secure 
as a number of people process the same transaction simultaneously and agree the result. Such 
people are called blockchain miners. See Box 13.1 for definitions.  

Bitcoin miners undertake work just for Bitcoins. Bitcoin mining is the process of adding 
transaction records to Bitcoin's public ledger of past transactions or blockchain. This ledger of 
past transactions is called the blockchain, as it is a chain of blocks. The blockchain serves to 
confirm transactions to the rest of the network as having taken place. But this need to serve 
Bitcoin or any cryptocurrency. It can be used for anything and accounting and the wider 
information systems are ideal especially when data is shared. A legal use is for contracts. 

As with the digital receipt, if all parties use it, then the record is kept by Alice, and Bob and 
well as Ivan, the server. It is just that each transaction is added, in IT terms, to a block of 
information wrapped in an enhanced encryption blanket. In practice many of the crypto-miners 
are in Iceland where there is no need for air-conditioning and electricity is generated from 
volcanic hot springs. Heat dissipations and cheap electricity are the necessary factors in having 
large scale racks of PCs operating mining work for the cryptocurrencies. If selected, then each 
miner is rewarded in Bitcoins or a slice of the cryptocurrency (such as Ethereum or Ripple 
{other crypto-currencies apart from Bitcoin]). If not selected then that computer earns nothing, 
but results have to agree with the other mining computers.  

However, a single company could use it and just absorb the cost of the mining as part of their 
overall IT cost. The PCs for mining are purposely made with special ultra-fast dedicated chips 
ideal for crypto work and blockchain work. Though mining is being extended to smart phones. 

Misconception 1 
You only need miners if you are processing a cryptocurrency such as Bitcoin, or you don’t 
have to have a lots of miners to have a blockchain. Two separate sites in an organisation, or 
your company, or you and the software package provide, or you and your auditor could perform 
the same data mining function – just a parallel processing and agreeing process.  

Misconception 2 
As with the digital signed receipt, you do not have to be anonymous. That is the preserve of 
crypto-currencies (at present, this might change). However, the alternative, where everything 
is open or total anonymity is not necessary either. Attached to the signed receipt can be a sset 
of permissions allowing certain access to certain classes of users/people.  

Usefulness – the Steinhoff example 
The earlier dispute as to ownership of the continental stores (now resolved in the Poco case), 
You may have an official looking piece of paper that says you own 100% of the shares, but the 
real ownership, as per Steinhoff, was covered up. Either the share certificate was issued 
fraudulently or issued as double shares.  
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With blockchains, you can check your stock against the blockchain. That might not stop all the 
various ways of falsifying ownership, but it goes a long way towards stopping some types of 
financial fraud that are possible today.  
 
 
 
 

Box Blockchains definitions 
 

A blockchain is a digital ledger that is distributed among multiple locations to ensure security 
and ease of access globally. Currently, the primary use of this technology is for Bitcoin and 
other cryptocurrencies but blockchain will entirely disrupt accounting processes as we know 
them – it’s only a matter of time. 
 
The ability to utilise a blockchain that records all information related to a particular 
transaction in real time and between multiple parties is incredibly powerful. The applications 
for automating business processes, particularly around payments and controls, are seemingly 
endless. For this reason, a common misconception has come up that the writing of each piece 
of information to the blockchain is actually a third entry. It’s not. 
https://www.forbes.com/sites/forbesfinancecouncil/2017/11/28/triple-entry-accounting-
and-blockchain-a-common-misconception/#7efa170a190f 
 
To start, here’s the simplest explanation with no metaphors or hyperbole. In the language of 
cryptocurrency, a block is a record of new transactions (that could mean the location of 
cryptocurrency, or medical data, or even voting records). Once each block is completed it’s 
added to the chain, creating a chain of blocks: a blockchain. 
 
Because cryptocurrencies are encrypted, processing any transactions means solving 
complicated maths problems (and these problems become more difficult over time as the 
blockchain grows). People who solve these equations are rewarded with cryptocurrency in a 
process called ‘mining’. 
https://lifehacker.com/what-is-blockchain-1822094625 
 
Blockchain, originally block chain, is a continuously growing list of records, called blocks, 
which are linked and secured using cryptography. Each block typically contains a 
cryptographic hash of the previous block, a timestamp and transaction data. By design, a 
blockchain is inherently resistant to modification of the data. It is ‘an open, distributed ledger 
that can record transactions between two parties efficiently and in a verifiable and permanent 
way. For use as a distributed ledger, a blockchain is typically managed by a peer-to-peer 
network collectively adhering to a protocol for inter-node communication and validating 
new blocks. Once recorded, the data in any given block cannot be altered retroactively 
without the alteration of all subsequent blocks, which requires collusion of the network 
majority. 
https://en.wikipedia.org/wiki/Blockchain 
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One partner from the Big Four saw the possibilities: 
 

One aspect which fascinates me is the potential linking of large datasets alongside the 
impact of blockchain. My understanding of this technology is limited, and it is clearly 
only in early stages of thought. However, if it is regarded as a shared ledger technology 
which allows any participant in a network to see the system of record we have a 
definitive and verified transaction. In fact, it ultimately becomes the case that all 
transactions are maintained in a universal pool (I hesitate to use cloud) rendering 
individual company ledgers redundant. Is this just a much more sophisticated version 
of the Napoleonic chart of accounts? 

 
Of course, all of the Big Four are experimenting and using blockchains in one way or another. 
EY recently announced the Blockchain Analyzer – a collection of new blockchain audit 
technologies for reviewing cryptocurrency transactions. The proprietary technology will enable 
EY teams to perform audits of businesses using cryptocurrencies, as well as gathering and 
analysing entire transaction data from multiple blockchain ledgers.1 That can easily be 
extended to normal currencies. 
 
There are many possible implications. For example (as submitted by Forbes)2 we are all now 
used to sharing information through a decentralised online platform called the internet. But 
when it comes to transferring value – money – we are usually forced to fall back on old 
fashioned, centralised financial establishments like banks. Even online payment methods 
which have sprung into existence since the birth of the internet – PayPal being the most obvious 
example – generally require integration with a bank account or credit card to be useful. 
 
Blockchain technology offers the intriguing possibility of eliminating this ‘middle man’. It 
does this by filling three important roles – recording transactions, establishing identity and 
establishing contracts – traditionally carried out by the financial services sector. This has huge 
implications because, worldwide, the financial services market is the largest sector of industry 
by market capitalisation – tech and oil companies apart. Replacing even a fraction of this with 
a blockchain system would result in a huge disruption of the financial services industry, but 
also a possible massive increase in efficiencies. There may be some unknown downsides 
though – that is always the problem, with disruption. That in itself may unsettle the City from 
its high earnings fees and export potential – that and Brexit.  
 
This article in Forbes believes that it is the third role, establishing contracts, that extends its 
usefulness outside the financial services sector. Apart from a unit of value (like a Bitcoin, or 
any currency you care to mention, including exchange rates features, and/or ranges, and 
alternative currency values), blockchain can be used to store any kind of digital information, 
including computer code.  
 
  

                                                 
1 https://economia.icaew.com/en/news/april-2018/ey-embraces-blockchain-for-audits 
2 See of example A Complete Beginner's Guide To Blockchain 
Bernard Marr , Jan 24, 2017, Forbes. 
https://www.forbes.com/sites/bernardmarr/2017/01/24/a-complete-beginners-guide-to-
blockchain/#189548ce6e60 
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Other viewpoints 
Deloitte make much of blockchains in their various publications. This reference makes a case 
for it to be a game-changer: 
https://www2.deloitte.com/content/dam/Deloitte/de/Documents/Innovation/Blockchain_A%2
0game-changer%20in%20accounting.pdf 
 
Some think of it as another disruptive technology such as Uber and Airbnb. See for example: 
https://www.accountingtoday.com/opinion/blockchain-accounting-and-audit-what-
accountants-need-to-know 
 
Some claim that it will be a ledger for all transactions with easy to report and easy to audit 
capability. This reference makes the case that it will be in widespread use in some shape or 
form by 2025. 
http://www.journalofaccountancy.com/news/2017/jun/blockchain-decentralized-ledger-
system-201716738.html 
 

Is GIGO the only blockchain threat? 
No. These are some of the possible threats.3 Blockchains are ultra-secure, but as with all 
technology, the criminal is one step ahead. For example: 
 
Frauds and Blockchains 
51% attack 
The 51% attack is when a single miner node, which happens to have exceptionally more 
computational resources than the rest of the network nodes, dominates the verification and 
approval of transactions and controls the content of a blockchain. If it possesses more than half 
of the network’s processing power, the dominant node can outpace all other nodes, manipulate 
the blockchain, insert fraudulent transactions, double-spend funds, or even steal asset from 
others. 
 
Identity theft 
Although blockchains can preserve anonymity and privacy, the security of assets depends on 
safeguarding the private key, a form of digital identity. If one’s private key is acquired or stolen, 
no third party can recover it, unless there is some central permissions agency which stores 
duplicates. Consequently, all the assets this person owns in the blockchain will vanish, and it 
will be nearly impossible to identify the thief. The consequences may be more devastating than 
identity theft in the offline world, where third-party institutions (e.g. credit card companies) or 
central authorities safeguard transactions, control risks, detect suspicious activities, or help find 
culprits. 
 
System hacking 
Although it is difficult to hack and alter records stored in a blockchain, not so the programming 
codes and systems that implement its technology. MtGox, once the largest Tokyo-based 
Bitcoin exchange, was hacked in March 2014, and Bitcoins worth $700 million were stolen. 
Poorly-maintained and outdated codes allowed malefactors to double-spend. A more recent 
incident afflicted a Decentralized Autonomous Organisation that holds large quantities of 

                                                 
3 https://jfin-swufe.springeropen.com/track/pdf/10.1186/s40854-016-0046-5 
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Ethereum, the second cryptocurrency after Bitcoins (as per 2018). The hacker exploited a 
software vulnerability and stole $50 million worth of Ethereum. 
 
Coindash (a cryptocurrency) ICO (initial coin offering) 
This start-up raised $7m before a hacker changed the address to which money should be sent, 
causing subscriptions and donations to go to an unknown address. This actually happened 
twice.  
 
Other issues to watch for 
Regular users of the dark web and using cryptocurrencies have found a range of criminal, or 
fraudulent activities.4 Many of these affected the cryptocurrency Ethereum losses – payments 
lost were made in ether. Ethers are second only to Bitcoins. These include: 
  

 Parity wallet breach – affected ethers. Bug in wallet allowed $60m in ethers to be 
stolen.  

 The blockchain start-up Enigma saw its website, mailing lists and an administrator 
account compromised when fraudsters launched a fake token pre-sale, defrauding 
investors of more than 1,500 ethers.  

 Parity wallet freeze – a bug suddenly occurred freezing $275m in ethers.  
 Tether token hack – Tether is a cryptocurrency, someone hacked into their virtual 

treasury and stole $31m. 
 Bitcoin gold scam – this involved a Bitcoin fork – a split to overcome the limitations 

of Bitcoin. (This is quite common with cryptocurrencies).  Users found their wallets 
drained after processes involved in the split. Around $3m in a variety of 
cryptocurrencies was lost.  

 NiceHash (a cryptocurrency mining market place) allowed an employee’s computer 
to be compromised and stole 4,700 Bitcoins (around $50m at the time). 

 
Bitcoin problems – a note 
There is a problem with Bitcoins – that no one administers them and no-one can agree how 
they might be expanded.5 To maintain the system, data processing providers (and this can be 
anyone) earn Bitcoins but this is steadily reducing in the amount earned. There is also a limit 
of seven transactions per second on the current available Bitcoin mining system, as of 20176 
This may change. So new crypto-currencies, such as Ethereum, Ripple, and about 1,000 others 
are growing in volume.7 Our guess is that the anonymity function won’t survive on the most 
popular currencies going forwards. It may be an option, but legal constraints, implemented by 
governments, will mean that within Western and some Asian countries, anonymity won’t be 
allowed, or if allowed it will be under stringent conditions.  
 
We can’t verify this, but we heard that PwC had actually produced a set of financial statements 
using Bitcoins in Hong Kong. The big issue is you have to take management’s word for where 
the currency came from or was paid to. There is no other way with the anonymous Bitcoins. 

                                                 
4 https://www.coindesk.com/hacks-scams-attacks-blockchains-biggest-2017-disasters/ 
5 The Economist (31 October 2015). The great chain of being sure about things 
6 The Economist (20 May 2017) 
7 Op cit. 
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For systems outside the Bitcoin, recording that information is all important. But we can 
reference an article which claims PwC will accept payment by Bitcoins in Hong Kong.8 

                                                 
8 http://www.scmp.com/business/companies/article/2122349/accounting-big-four-pwc-accepts-bitcoin-payment-
hong-kong 


