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A cryptocurrency is a digital currency designed to work as a medium of exchange which is 
ultra-secure and anonymous. It is the anonymity which has made is especially useful for the 
dark net and black market transactions. Using a special browser such as Tor and a dark trading 
market (e.g. Dream Market and other even darker markets), you can find just about anything 
for sale including deals for drugs, stolen goods, guns, rocket launchers, and even assassination 
offers, and other criminal activity. The cryptocurrencies use multiple blockchain miners so 
each transaction is processed and agreed multiple times1. It uses cryptography to secure and 
verify transactions as well as to control the creation of new units of a particular cryptocurrency. 
Essentially, cryptocurrencies are limited entries in a database that no one can change unless 
specific conditions are fulfilled. 

There are around 2,000 cryptocurrencies (up from 700 in early 2017). Thirty-nine of these have 
market capitalisations of over $1 billion2. The top three are Bitcoin, Ethereum, and Ripple.  

Cryptocurrencies and blockchains are supposed to be ultra-secure. However, security is 
relative. Several crypto-currencies have been hacked to the tune of several billion US dollars 
including  Bitcoin and Ethereum3. As often happens, those who want to defeat security are just 
one step behind or ahead of that technology. From an auditing viewpoint, they all suffer the 
garbage in garbage out syndrome. Common fraud and hacks include the 52% attack, identity 
theft, issues at the launch (ICO), system hacking, parity wallet breaches and freezes, 
administrator breaches, treasury hacks, scams when there is a fork, and internal staff 
compromises and/or collusion.  
Bitcoin problems  
There are many problems with Bitcoins: no one administers them and no one can agree how 
they might be expanded.4 To maintain the system, data processing providers (and this can be 
anyone) earn Bitcoins but this is steadily reducing in the amount earned. There is also a limit 
of seven transactions per second on the current available Bitcoin mining system, as of 

1 In practice many of the crypto-miners are in Iceland where there is no need for air-
conditioning and electricity is generated from volcanic hot springs. Heat dissipations and cheap 
electricity are the necessary factors in having large scale racks of PCs operating mining work 
for the cryptocurrencies. If selected, then each miner is rewarded in Bitcoins or a slice of the 
cryptocurrency (such as Ethereum or Ripple {other crypto-currencies apart from Bitcoin]). If 
not selected then that computer earns nothing, but results have to agree with the other mining 
computers.  
2 Cornish, C., ‘Growing number of cryptocurrencies spark concerns: Problems over valuing 
volatile market highlighted as digital currencies proliferate’, Financial Times, 9 January 
2018. 
Available at: 
https://www.ft.com/content/a6b90a8c-f4b7-11e7-8715-e94187b3017e 
Accessed April 2018. 
3 Perrin, S., 2018, ‘Accounting for cryptocurrency: what you need to know’, Accountancy 
Daily/Magazine, 29 May 2018.  
Available at: 
See also https://www.accountancydaily.co/accounting-cryptocurrency-what-you-need-know 
Accessed June 2018. 
4 Briefing, ‘The great chain of being sure about things’, The Economist, 31 October 2015 



Disruption in the Audit Market: The Future of the Big Four 
By Krish Bhaskar and John Flower 
Online companions volume 
Appendix 1.06.2 Cryptocurrencies 
From Chapter 6 
 

Page 2 
 

2017/2018.5 This may change. So new crypto-currencies, such as Ethereum, Ripple, and others 
are growing in volume.6 Our guess is that the anonymity function won’t survive on the most 
popular currencies going forwards. It may be an option, but legal constraints, implemented by 
governments, will mean that within Western and some Asian countries, anonymity won’t be 
allowed, or if allowed it will be under stringent conditions.  
 
PwC and production of Financial Statements using bitcoins? 
We can’t verify this, but we heard that PwC had actually produced a set of financial statements 
using Bitcoins in Hong Kong. The big issue is you have to take management’s word for where 
the currency came from or was paid to. There is no other way with the anonymous Bitcoins. 
For systems outside the Bitcoin, recording that information is all important. But we can 
reference an article which claims PwC will accept payment by Bitcoins in Hong Kong.7 
 
Impact on auditing and auditing market 
Not much, you can audit any financial statements in any currency. Fluctuating currencies are 
no different for countries with hyperinflation. The one issue to watch is anonymity –something 
auditors can’t easily cope with, and the fact that there is a suspicion that a cryptocurrency 
transaction may not be strictly legal. Governments and national banks might use crypto-
currencies but the anonymity function will be reduced or withdrawn. Or the use of 
cryptocurrencies may be heavily controlled, or even banned. As with blockchains, the need for 
technical specialist increases when dealing with cryptocurrencies, and this probably favours 
size and the Big Four. However, we are more reluctant to forecast their widespread use within 
the Western world apart from a form of vale as with any share. If they are used, then once 
again, this presents an opportunity for  enhanced add-on fees. 
 
 

                                                 
5 Finance and Economics, ‘A surge in the value of crypto-currencies provokes alarm: Bitcoin 
is far from the only game in two’, The Economist, 20 May 2017 
6 Ibid. 
7 Lee, G., 2017, ‘Accounting ‘Big Four’ PwC accepts bitcoin payment in Hong Kong: The 
firm says it plans to broaden acceptance of digital currencies for payments’, South China 
Morning Post, 30 November 2017. 
Available at: 
http://www.scmp.com/business/companies/article/2122349/accounting-big-four-pwc-accepts-
bitcoin-payment-hong-kong 
Accessed January 2018. 


